OCtO FIOW Security and Privacy Overview

for IT Administrators

OctoFlow is a Chrome side panel productivity extension for individual salespeople. It helps a user track their own professional
relationships, log their own outreach activity, and manage a personal to do list. It is a personal productivity tool. It does not integrate with,
modify, or extract data from company systems.

QUICK FACTS
Extension name OctoFlow, Sales Productivity
Extension ID aaobogaacakidgajkkfkkafjoeelakdc
Chrome Web Store chromewebstore.google.com/detail/octoflow-sales-productivi/aaobogaacakidgajkkfkkafjoeelakdc
Current version 1.5.7 (Manifest V3, Chrome's current extension security standard; minimum Chrome 114)
Developer & support OctoFlow, octoflowus.com - support@octoflowus.com
Privacy & terms octoflowus.com/privacy - octoflowus.com/terms

PERMISSIONS REQUESTED AND WHY

storage Saves the user's own notes, contacts, and settings in Chrome's local extension storage
alarms Powers daily reminders and the focus timer completion notice

notifications Shows productivity reminders as desktop notifications

sidePanel Renders the app inside Chrome's built in side panel

SITE ACCESS AND WHY

OctoFlow requests no access to any corporate website or system and injects no scripts into any web page. Its only network access is
to its own backend:

Google Firebase endpoints firebaseapp.com, firestore.googleapis.com, identitytoolkit.googleapis.com,
securetoken.googleapis.com: account sign in and optional cloud sync of the user's own data

hooks.slack.com Optional Slack notifications the user configures themselves. Inactive unless the user sets it up.
DATA HANDLING WHAT OCTOFLOW DOES NOT DO
« The user's data (their contacts, notes, activity history, tasks) is « No collection of browsing history
stored locally in Chrome and optionally synced to Google « No keystroke logging

Firebase under the user's own account « No reading or scraping of corporate systems, email, or CRM

« Sign in uses an email and PIN flow through Google Identity data

Platform « No remote code execution: all code ships inside the Chrome

« Encrypted in transit (TLS) and at rest on Google Cloud Web Store reviewed package
» No data is sold or shared with third parties « No advertising or tracking SDKs
« Users can delete their account and all data from Settings at any

time

HOW TO ALLOW OCTOFLOW ON A MANAGED BROWSER

Google Admin console — Chrome browser — Apps and extensions — add the extension ID aaobogaacakidgajkkfkkafjoeelakdc — set
to Allow install (or approve the user's pending request). This follows standard Chrome Enterprise extension management.

Questions? Write to support@octoflowus.com and we will respond within one business day. OctoFlow - octoflowus.com



